SOAFEE.NEXT CI/CD with CC:
Integration Lab to test Blueprint

CI/CD/CClcxd BBlueprint=X b
SOAFEE Integration Lab

Gen Shimada

Country Manager, Linaro

EH iR

Linaro

Gen.Shimada@linaro.org

May 15th 2025

SOAFEE Special Interest Group


mailto:Gen.Shimada@linaro.org

AGENDA

1. Who is Linaro

=

2. What iIs SOAFEE Integration Lab : /¢

SOAFEE Special Interest Group



Who am 1?

Gen Shimada / &M R
For over 30 years, primarily worked on new businesses development, expanding multiple businesses from scratch.

Born/Residency:
* Tokyo and Silicon Valley

Technical area:
e Semiconductor (PC Graphics, LCD, Image Processing/MPEG, Storage, Wireless)
e Embedded (Java, etc.)

Business

C-Cube Microsystems - Business Development (Silicon Valley)

ATI (AMD) - Director, Consumer Electronics BU

e DiBcom - Country Manager

e Oracle - Senior Director, Java Embedded BU

Education:
e University of California (computer engineering)
e Tokyo Institute of Technology (PhD)
e Waseda University Business School (MBA)

Hobbies:

e Music: 2ch pure Analog Audio (Maranz Amp + B&W Speakers), Jazz, Rock, Classic Vocal, Karaoke
e Sports: Gym, Zumba, Kickboxing, Baseball
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Who Is Linaro?

Found : 2010
HQ : Cambridge, UK
Employee : 200

Linaro has driven open source software
development on Arm.

SEEINZA ; LinarolZEOA—ToV—X
AIa2a=T4¢EHBALT, AAMR—ADTY
/JAS—FTYI Mz T7ZHREBLTET,

T2 FDEL[E Am VY I AT P T3 X 70
LADF—T>V—X FAST Y FDA T F—TF

= 1

CHIZEY, FF—T>V—RXRT352=FTrLERY,
—Z—DETRBELRZEHRLEL, FEFHSH/Z]
 BREFIEETCEEHREDTEIZHYET, -

——————————————————————————————————

Open Source Software
Maintainers

Linux Kernel

AOSP \

Freedesktop
Open Embedded Core
Yocto \
Debian Packages e
glibc
LLVM Zephyr

OP-TEE

Open Embedded Layers QEMU SQUAD U-Boot

Many of our engineers are maintainers on open source projects in the Arm
software ecosystem. This makes us uniquely positioned to drive the
conversations needed between the open source community and industry
leaders to identify opportunities, highlight problems and propose solutions.
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Hi Quality
2010

Year Linaro formed to address fragmented
code bases and consolidate & improve how
OS is used

250

OSS Engineers
worldwide

Always Top

3

Contribution to
Linux kernel

4m

Patch submitted per
Month

866

1 I I l Test Linux kernel per week

The active role we play in the Arm software ecosystem and the technical
domain experts we employ also result in solutions being upstreamed
quicker. Our automated testing capabilities and security expertise ensure
products are more secure and of higher quality when they end up in the
hands of end users.

Android test per week

LINuXx~DEEE : EEEIZTop 3H,

Linux Kernel : 100 E®M 7 X rE (Androidl&4007 [El/58)
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Qualcomm
NXP Semiconductors

Microchip Technology Inc.

Linux Foundation
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https://www.linaro.org/news/arm-freescale-ibm-samsung-st-ericsson-and-texas-instruments-form-new-company-to-speed-the-rollout-of-linux-based-devices/
https://lwn.net/Articles/929582/

Linaro Is Active Across All Major Platforms

Platforms Market

Customers includes

e Linux

e Android 0
& e Windows Trustellelirlmware

org

e |0T/Edge computing
e Embedded

arm

== Qualcormm
GO gle ﬁa Innovation Center

@ HISILICON
RedHat

a .
& ) @ Automotive

e Yocto Project

e Phones & tablets
it O WSS A IIENE

e Laptops & desktops

o Arm a" Microsoft -
e Servers & HPC FUITSU  oppo
SystemReady &\ SAMSUNG
DO
“ e OP-TEE ®OP 4 Lenovo  Xihk  —RENESAS

and others

Many Others....
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Technologies Linaro specialises In

Artificial Intelligence

Machine Learning
Inferencing and Al
to the Arm
ecosystem.

This involves
optimization for Arm
base hardware.

Linux Kernel

Upstream and help
facilitate of Linaro

code into the Linux
mainline kernel.

Our goal is kernel
consolidation - a
single source tree
with integrated
support for multiple
Arm based
platforms.

Security

Firmware Security
solutions:
*OP-TEE
*SecureBoot
*TrustedFirmware
*CCA: Confidential
Computing
*Attestation

Testing & Cl

Tools to detect build
and functional-test
regressions in
Linux

Android

Zephyr,

and other OS
against a variety of
emulated

and hardware
targets.

Toolchain

Working with
upstream
communities:
*GCC

*Glib

*LLVM
(Clang, Flang)
*LLD, LLDB
*QEMU
*Binutils
*GDB

*Newlib
*Valgrind
*OpenOCD.
to improve and
maintain.

Virtualization

*QEMU
*Xen
*VirtlO

Linaro also drives
Project Stratos to
develop hypervisor
agnostic Virtio
interfaces and
standards for
Automotive and loT.
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Recent hot Topics - examples

e Virtualization
o virtio, QEMU, Hypervisor (Xen, etc.) Container (Docker, Kubernetes)

e SystemReady IR

o Support to obtain certificaton -

| CHEDHFT !

~psirear  BEEBIRDEFHL

e Heterogeneous platform | Linaro helps you :

- ) ) — 1

o Arm Cortex-A + Cortex-M/R (OpenAMP with HVAC / virtio-msg) i ) /;7%7 S I = |

e OP-TEE ! EJNL R :

! 7Y :

e CCA (Arm v9) | pRAvrR :

! =L !

° TSN L 1£BEETHT |

e Performance Optimizaton ~ tmmmmmmmmmmmmoooees
e Uboot

o SecureBoot, MeasuredBoot, Quick Boot time
e SOAFEE Integration Lab  LinaroldSOAFEEIZKE < HERkL TEJ !
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What is SOAFEE Integration Lab
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Why? - Background / Challenges:

What is “SOAFEE Integration Lab”?

Various HW/SW diversity From multiple vendors S
Secure across diverse devices °
Software fragmentation °

Interoperability among various platforms ~

Reuse of software on different hardware o

Why ? - Bx= L FRIKFERER ¢

BEAN T — b DR EHW/SW
BRRIETINA RETEF7T

VI bOIT7WAIE

¥BRARGET Iy b7+ —LBTOHEAEER
B H5HWLETSWEFIA

Reduce software fragmentation BET7—FXTIFrvEHRAL
adopting Standard Architectures JI Y T 7 ORI

SOAFEE Special Interest Group 11



https://www.soafee.io/community/integration-lab

What is “SOAFEE Integration Lab,,? %SOAFEE About  Architecture Information Calendar

Accelerate the transition from open source reference implementations to commercial

solutions - safety certified where applicable - through full interoperability and SOAFEE integration lab at Linaro
Compllance teStIng Of any le Of Open Source and CommerCIaI Components aS SW The SOAFEE Reference Implementation WG develops and maintains a software reference implementation (EWAOL) that

1 1 represents the SOAFEE architecture and ensure its compliance using the SOAFEE test suite which is run on several
| IC e n S e S p e rm It - platforms in the SOAFEE Integration Lab. The lab also allows other SOAFEE software implementations to be validated

SOAFEE Integration Lab(i 7°5 ‘y I‘ 7 7]_ _-L\@SOAFEEZEME1%§ET é E@EE\EE 70 I:I 7\‘5 A.G_g_ against the specification and ensure their compliance.

In addition, the SOAFEE Integration lab validates SOAFEE compliant software implementations against SOAFEE
blueprints to showcase the value of SOAFEE in future Software Defined Vehicle(SDV) architectures.

Fr=HoRZa 0 KR—3*2 FOBEAEHLEDHEEREED Y TZ4 7 R TR K(Test Suite) &
BL, U727 LU REENCERAANDBITZMELET .

® Scale the pool of supported hardware and software platforms successfully passing Daily testresults

the SOAFEE compliance test suite Build: 2023-09-19 Status: Finished
[ ) SOAFEE Test Suite E 55 l: —C . 'U'/'I'{)— |~ é *[, %) HWB J: USW &*}‘Eﬁ l_, —C L \ % i T The results from the Last daily run can be seen below. Click on the badge for detailed results. Builds can be downloaded

from the links below.

O  Ensure SOAFEE compliance for EWAOL and non-EWAOL platforms

] ] ltem AVA AVA(Xen)  QEMU-Arm64(TRS) RockPidB  Synquacer
O  Test Xen and other hypervisors if present

Buld B B e oo oo oo o)
O  SOAFEE Blueprints - E.g. Red Hat CentOS AutoSD, Digital Cockpit, OpenAD Kit Eﬁﬁeemmg =
® Provide the needed CI to monitor and support N rest ot et areprogpess
o EHLYR— MIBEHCIHZRHELET .
Builds

* EWAOL - Arm 64bitewacl-baremetal-image-avarootfswicbz2
* TRS - Arm 64bittrs-image-trs-gemuarmb4.rootfs wic.gz

O * TRS- Am 32bit:trs-image-trs-qemuarmyrootfs.wic.gz



SOAFEE Test suites

e Tests used to verify software components interoperability and their adherence to the SOAFEE

architecture standard.

YI Oz T7DHEEERMEE SOAFEEREMNFIRIEET A=-OIZFRANS TR k.

List of tests/T X FIEEB

https://gitlab.com/soafee/soafee-test-suite/-/tree/main/tests

Container engine integration
K3s integration tests
OpenAD kit integration tests
User accounts integration tests
Virtualization integration
AVTFIVOU AT L—vay
Kubernetesf 749 L—>3a>TX bk
OpenADKitf > T49 L— 3T X b+

A—Y—TFhHOo oA TFIL—La3 TR
N—FxvS54€—a30 40T L—v3y

https://gitlab.com/soafee/soafee-test-suite

S SOAFEE Test Suite @

% main v soafee-test-suite

@ container-test: Ping to localhost, no gateway |+»+

Javier Tia authored 2 months ago

Name

B3 .gitlab/merge_request_templates

B3 bin

B docs

E3lib

Eatests

< _gitignore

& _gitlab-ci.yml

B4 LICENSE

[ Makefile

M+ README.md

* soafee-test-suite

r+ soafee-test-suite-setup

Last commit

gitlab: Update merge request template

soafee-test-suite-setup: ignore print fai...

docs: Add SOAFEE Test Suite Test Plan ...

Skip logging if empty BATS_TEST_NAME

container-test: Ping to localhost, no gat...

Initial SOAFEE Test Suite documentation

Add SOAFEE Test Suite docs deployme...
Add missing Linaro copyright to LICENSE
Makefile: add docs target

Amended the test suite to avoid compli...

Make soafe-test-suite run without passi...

Rename to soafee-test-suite-setup

Verified

Find file

e023Ffb0 | [3 History

Last update
1year ago

3 menths ago
1year ago

1 year ago

2 manths ago
1year ago
1year ago

2 years ago
1year ago
1year ago

2 years ago

2 years ago

Project information
Tests used to verify !
components interop
adherence to the SO
standard.

-0~ 458 Commits
¥ 4Branches

& 4 Tags

[ README
5 MIT License

4 GitLab Pages

Created on
November 07, 2022
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https://gitlab.com/soafee/soafee-test-suite/-/tree/main/tests
https://gitlab.com/soafee/soafee-test-suite

Leveraging Arm’s Virtual Hardware Initiative
Accelerating Software Development ‘EARLY’ to best work on Arm

: e s o S |
: . ASIL-QM Service |
: e Virtual Execution Environments
: Orchestrator HAL o O [~ Armisa ! ;rm-So-C . 'I— l;git-al?w;r-\. -|
: e 3 | Parity Parity
| ] . pu 2 [ ] i (§ System Parity
| Container runtime 2 2| SOAFEE
: € o = | Device Parity Device Parity
: - 24 Framework I
: 05 a ISA Parity
l l Cloud-Native Service \ /
t ' deployment
arm Virtual Hardware* (for Automotive)
] eCsben e - * Virtual representation of Arm’s
§ ASIL-OM Seevice: | Automotive Reference Solutions
* Functional validation much faster
Orchestrator HAL than real silicon, Binary-compatible

with actual devices

Maintenance
supported by Cl

Container runtime
Framework development early on Arm’s
0s Automotive Enhanced IP
* Deployable in Cloud and On-prem
Firmware Standard Based — * Branding not confirmed
2 | - H
High Compute CPU Firmware ni container

SOAFEE : * Accelerate software/application

2 Confidential @ 2023 Armi ~~ """ T T T T T T T T T T T T T T T T T T T T T T mmm T T I T T T T T mm e = SOAFEE Arch Spec 1.0 a r m




COlinaro™ LightspeedDArmY Ja— 3>

Process Flow

Initial Setup and Configuration

1. Access: Check Network environment
2. Board Setup: Add DUT to LAA

3. Connect to Cloud: Upload configuration of DUT Cloud

Running

4. Start compliance testing: - a few months F R ~EatA

O EWOAL image + customer SystemReady FW #jg& 1 * —

o  Update FW and OS 7y Ik

5. Result: Monitor status / alert & Test log BRE=4—

T2 RRIE

vy bT7YvT

FE
1 Assess
- Board Results
‘ Setup 5
i ~

\ 2

Connect to \ #

Cloud '

SOAFEE

Start compliance Test Suite

testing
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LAA7R— F : Ethernet. USB. UART. GPIO. I2C% &

LAAR— K% 1—H—0 S5 RIZTDUT & ##:—Cloud 2 1&4%

B&Firmware/OS 7w 77— k& T X h#Cloud £ TE{T

COlinaro™ LightspeedDArmY Ja— 3> Target

LAA Board (Linaro Automated Appliance)

Device-Under-Test
secured to device-specific heafler

-LAVA Worker SOM

Ethernet, USB, UART, GPIO, and 12C.

SOM
The LAA board has /O interfaces such as : E . | HDM
) out ‘

Each LAA board is assigned one IP address.
Automates firmware and OS updates, and test

execution on DUT

ZLAAR—KIXIP7 FLRZH>TET gJ

Standardised Interface Board (SIB) Mechanical Interface

LAA User’'s Guide: Low speed headers on SIB underside Board (MIB)
https://linaro-linaro-automation-appliance-users-quide.readthedocs- (2hown on topside for clarity) Low/No Component
hosted.com/en/latest/laa_overview.html#linaro-automation-appliance-overview Can be customized per DUT

SOAFEE Special Interest Group 16



Nightly Build

The test keeps running overnights.

You can see the update of the test log.
R L&t L TT R Mtk
BIZTR AT RTE

blueprints » nightly » Build 2025-05-03 » tpass

Tests Metrics Metadata Test jobs £ [+ I

api view of this buil

Metadata
build_url r8a779f4-s4sk hitps:Vlgitlab.comfrenesas-rcar/ci/-Jobs/2916528803
build_artifacts r8a779f4-s4sk hitps:/istorage tuxsuite comi| ityfcanh.| [2wb1HONIuZJHdR 4vigjDa03fDDS/
build_log r3ar79fd-sdsk https:/istorage. tuxsuite comip ityfcanh.| [2wb1HONIuZjHdR 4vfqjDa03fD D5/ build log

Test jobs progress 0/ 1 (0%)
|

see progress for each environment

Compare builds

Build version to compare: | Enter farget version -

Comparison type ® compare by tests O compare by metrics

TeSt results by suites ~ failures only

Q  Filter results .

u Collapselexpand all

Metrics

Q  Filter metrics

https://ga-reports.linaro.org/blueprints/nightly/builds/

blueprints » nightly » Builds

Project Summary m Metrics Known |ssues

]
[+]
]
-
[=a]

[=H]

35

Compare builds ) compare by metrics ® compare by tests

2025-04-28

2025-04-27
O 2025-04-26
O 2025-04-25
O 2025-04-24
O 2025-04-23
O 2025-04-22
O 2025-04-21
O 2025-04-20
O 2025-04-19
O 2025-04-18
O 2025-04-17
O 2025-04-16

& QI 1 compietsa

& QI 1 compietea

& QIZIID 1 completed

& QD 1 compietea

& QI 1 compietea

& QIZIID 1 completed

& QD 1 compietea

& QI 1 compietea

& QIZIID 1 completed

& QD 1 compietea

& QI 1 compietea

& QIZIID 1 completed

& QI 1 compietea

% QD 1pass

% QD e

= QD 1pess

% QD 1pass

% QD e

= QD 1pess

% QD 1pass

% QD e

= QD 1pess

% QD 1pass

% QD e

= QD 1pess

% QD 1=

@ 12 hours ago
April 25, 2025

@ 1 day, 12 hours age
April 27, 2025

@ 2 days, 12 hours ago
April 26, 2025

@ 3 days, 12 hours ago
April 25, 2025

@ 4 days, 12 hours ago
April 24 2025

@ 5days, 12 hours ago
April 23, 2025

@ 6 days, 12 hours ago
April 22, 2025

@ 1 week ago
April 21, 2025

@ 1 week, 1day ago
April 20, 2025

@ 1 week, 2 days ago
April 19, 2025

@ 1week, 3 days ago
April 18, 2025

@ 1 week, 4 days ago
April 17, 2025

@ 1 week, 5days ago
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g SOAFEE About  Architecture  Information  Calendar

. . SOAFEE integration lab at Linaro
D et al I S Of one exam p I e b ul I d L“:rfiﬁf?mi‘é';'ﬁééT&‘ﬁﬂﬁ:ﬂ.‘iﬁ?ﬁl%ﬁi"m?;":iﬂiiﬁ%&?ﬁi&i:"&ii?iﬁfﬁﬁi‘fﬁ?"

platformsin the SOAFEE Integration Lab. The lab also allows other SOAFEE software implementations to be validated
against the specification and ensure their compliance.

In addition, the SOAFEE Integration lab validates SOAFEE compliant software implementations against SOAFEE
blueprints to showcase the value of SOAFEE in future Software Defined Vehicle{SDV) architectures,

e The result from the last daily run can be seen below on the
SOAFEE Integration Lab site. Dalily test results

Build: 2023-09-19 Status: Finished

. An d th e d etai IS Of e aC h Can b e S h Own by C | i C ki n g th e ite m - The results from the last daily run can be seen below. Click on the badge for detailed results. Builds can be downloade

from the links below.

e And you can download the Builds.
ui
[ 100,003 [ [ 100003

esults yet, tests are in progress:

ZDEEY Z D& 5IZSOAFEE Integration Lab¥ 4 ~ZARINET,
ENENDTATLDEL L EIABLE YV O—FTEET, —
https://www.soafee.io/community/integration-lab ¢ SARCLATSR A e ATge s

AVA (Xen) QEMU - Arm64 (TRS)

Build
Boot
Soafee test suite
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https://www.soafee.io/community/integration-lab

Reference g —

O Q, Search or go to... 2 SOAFEE | EWAOL | meta-ewaol

Project
SEEEH T M meta-ewaol & % Star
Z %'l‘ﬁ *E s I M  meta-ewaol

88 Manage ’ ¥ scarthgap v | meta-ewaol Find file : Project information

Bl Plan > Edge Workload Abstraction an

Orchestration Layer (EWAOL) i

GitLab site for meta-ewaol

<> Code > "‘ Adq e o g (v] 419d88cé6 | B History SOAFEE architecture reference
. Fathi Boudra authored 3 weeks ago implementa[ion it pmvides us
https://gitlab.com/soafee/ewaol/meta-ewaol & suia > standards based framework g
@ Deploy > Name Last commit Last update containers.
O
Plctu re Of actu al LAA board @ Operate > E3 classes-recipe classes-recipe: Introduce ewaol-... 9 months ago
- -0- 13 Commits
LAA > I: 0) — ngo) E_ E EZ) Monitor ’ Baclasses Add bluechi 6 months ago
AN % 7T — B Analyze , ¥ 12 Branches
B3 conf Add bluechi 6 months ago O 9Tags
Eakas Add bluechi 6 months ago & 1Release
B3 recipes-core/packagegroups Add bluechi 6 months ago [ README
3 recipes-tests/soafee-test-suite Add soafee-test-suite recipe 3 weeks ago 88 feh License
Eatools build.sh: fix typo 8 months ago Created on
ms LICENSE.rst Introduce LICENSE.rst 9 months ago October 21, 2022
m+ README.md README.md: reference the Gene... 9 months ago
[©) README.md
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https://gitlab.com/soafee/ewaol/meta-ewaol

SOAFEE Integration Lab Deliverables

EWAOL build CI targeting a generic SystemReady platform

Provides early detection of regressions before they reach production

SOAFEE test suite for the generic EWAOL image and customer SystemReady firmware
Results available on the SOAFEE integration lab dashboard

It can also be used as a promotional tool to appeal to your customers with its "high reliability."

AR

WA SystemReady 75 v b7+ —LZEHZ—45 v bELIZEWAOLEL FDCITRT 4 2T
BERICYT LYY aVvTAMIKYBRHICRAERE LET

N EWAOL A A —L LBEED SystemReady 7 7 —L™ = 7H®D SOAFEE TRX XA —
#&2R X SOAFEE Integration Lab M % v & a7R— FIZT2AE - F|ARRE
BESADBERICLTY TEE5EE] Z27E—LTZ, REYV—ILELTHERZS,

Linaro

SOAFEE Special Interhroup 20




Join SOAFEE Integration Lab!

* Become a leading SOAFEE compliant maker
* with Updated & Tested EWAOL and Firmware

e SOAFEE#WD')—TFT 4 2T A—h—IC
o BIZTERIFTTAMNEINEEWAOLE D 77— LT 7T

Get involved and engage with us!

Project Orko, OP-TEE, Linaro Trusted Substrate, Linaro Linux Kernel Functional Testing, Tux Suite

SOAFEE Special Interest Group 21


https://linaro.atlassian.net/wiki/spaces/ORKO/overview
https://www.op-tee.org/
https://www.linaro.org/trusted-substrate/
https://lkft.linaro.org/
https://tuxsuite.com/

BHRT
ZRZ|RUEL LS !

(R (CHENTT=LY)

Em B Thank You

(]
Gen Shimada
Gen.Shimada@Linaro.Org

www.Linaro.org




APPENDIX
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SOAFEE Stack from Linaro

° TRS: Trusted Reference Stack

Smart
DI

X SOAFEE

Reference Implementation Trusted
(EWAOL v1.0) Substrate
LUKS OP-TEE
fTPM
TF-A
Measured Boot
EWAOL:
Edge
Workload . . .
Abstraction and SystemReady IR SIE: Security Interface Extension
Orchestration
Arm-Based Hardware Platform

Layer
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