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Virtual ECU Advancements fuel SDV

VIRTUAL ECU

Picture Credit: NXP

Implementing CI/CD for
accelerated vehicle design process

Cloud

Feasibility of Digital Twin for
system integration simulation

Realizing Updateable Local Systems 
for advanced software integration
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Threat landscape – Wider and more open
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Software Risks Fueling Supply Chain Attacks
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Growing Rapidly:
Hundreds of Reported Automotive Vulnerabilities

Source: VicOne and NVD databaseEffects of Exposed Vulnerabilities in Automotive Systems, for example: Data theft/harvest, Device 
hijack, Device malfunction, Loss of system/service availability, Network host services disabled….

1,230%
INCREASE

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/rising-security-weaknesses-in-the-automotive-industry-and-what-it-can-do-on-the-road-ahead
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EV Chargers
53%In-Vehicle 

Infotainment (IVI)
29%

Tesla
10%

EV Chargers

In-Vehicle Infotainment (IVI)

Tesla

Operating System

Zero-Day by Category

Pwn2Own Automotive: 
The first-ever Automotive Hacking Contests

Source: ZDI

17 white hat hacker team, nine countries participated, over 50 entries remotely 
and on-site across four categories

49 unique zero-day vulnerabilities 
for automotive industry in 3 days

Tesla has been our partner 
for over 5 years

Disclosed 13 zero-day vulnerabilities 
related to Tesla since 2017
Source: https://www.youtube.com/watch?v=ZUs98Z-pIpY

Jan. 24- 26, 2024
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Scary Zero Day Vulnerabilities:
Attackers Can Remote Control Tesla

Remote Vulnerability Attack 
(ZDI-23-973)

1

2 Privilege Escalation
(ZDI-23-971)

3 Validation Bypass
(ZDI-23-972)

Remote Control 
Tesla

ECU ECU ECU ECUECU

Central 
Gateway

3 Actual Tesla Zero-Day Vulnerabilities’ Impact
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Vulnerabilities Management 
Challenge SDV CI/CD process



ISO/SAE 21434 Requires Vulnerability Management
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9.1.2 车载软件升级系统应不存在由权威漏洞平台 6 个月前公布
且未经处置的高危及以上的安全漏洞

The vehicle software must not contain high-risk vulnerabilities disclosed by
authoritative vulnerability databases over 6 months ago without resolution.

Take effect in 2026: 
New GB Standard Will Require Vulnerability Management

Draft
Technical Requirements 
for Vehicle Cybersecurity

Take effect on Jan. 1, 2026 Source: https://members.wto.org/crnattachments/2023/TBT/CHN/23_11189_00_x.pdf

5.2.4 应建立针对车辆的网络攻击、网络威胁和漏洞的监测、响应及上报流程
Establishment of monitoring, response, and reporting process for cyberattacks, 

cyber threats, and vulnerabilities targeting vehicles

A.6.1.2 (a) 使用漏洞扫描工具对车载软件升级系统进行漏洞扫描测试
Conduct vulnerability scanning on the vehicle software by using vulnerability scanning tools.

A.6.1.2 (b) 对照企业提交的漏洞处置方案清单，
确认企业提交的漏洞处置方案清单中是否覆盖该漏洞

Cross-reference the list of vulnerability mitigation plans submitted by the enterprise
to verify if the submitted plans cover the identified vulnerability.

5.2.4 (e) 应建立确保对网络攻击、网络威胁和漏洞进行持续监控的流程
Process should be established to ensure continuous monitoring of vulnerabilities, 

cyberattacks, and cyber threats
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Challenging to Effectively Handle Vulnerability Risks
on a Large Scale

Refine Vehicle Model

Design/ Development Test/Production Deploy

Security Risk 
Assessment

Active Security
OEM
Product Team

Tier 1/Tier 2 
Suppliers

OEM VSOC Team/
PSIRT

Tier 1/Tier 2 
Suppliers
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How do we keep up with the 
rapidly evolving development 
scenarios?



Manage Vulnerabilities in One Place, Automatically

ASSESS PRIORITIZE REMEDIATE

Vulnerabilities

Malicious Behaviors

• Solution
• Mitigation
• Virtual Patch

• CVSS rating
• VVIR rating

• System context
• Threat intelligence

INPUT

Binaries/
Firmware

101101011
010101010
010101010

Open Source/
Third-Party
Application

xZETA Automotive Vulnerability and SBOM Management System

MONITOR

Third-party
SBOM

101101011
010101010
010101010

Third-party
HBOM

101101011
010101010
010101010
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CI/CD Integration: Enhances Operational Efficiency

xZETA

DETECT
Open-Source 

Vulnerabilities, CWE, APT
and Ransomware Detection

REVISE
TARA recommendation & Update

Lighthouse

xZETA

MANAGE
Ticketing System

Revise TARA
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How xZETA Can Help
4. General considerations
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8. Continual cybersecurity activities
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8. Continual cybersecurity activities
8.3

Cybersecurity
monitoring

8.4
Cybersecurity

event evaluation

8.5
Vulnerability

analysis

8.6
Vulnerability
management

10. Product development
10.4.1 Design

10.4.2 Integration and verification

Can see “zero-day” & 
“undisclosed vulnerability 

affecting” firmware versions here

When a new vulnerability is disclosed, we can first overview the vulnerability status through the dashboard.
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8. Continual cybersecurity activities
8.3

Cybersecurity
monitoring

8.4
Cybersecurity

event evaluation`

8.5
Vulnerability

analysis

8.6
Vulnerability
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10. Product development
10.4.1 Design

10.4.2 Integration and verification

Through the ECU view, we can quickly confirm which products are affected by reported vulnerabilities.

Affected ECU and 
Firmware
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8. Continual cybersecurity activities
8.3

Cybersecurity
monitoring

8.4
Cybersecurity

event evaluation

8.5
Vulnerability

analysis

8.6
Vulnerability
management

10. Product development
10.4.1 Design

10.4.2 Integration and verification

Leverage impact rating, we can assess the severity of this vulnerability on the products, prioritizing 
mitigation resource.

Prioritizing with our unique 
Vulnerability Impact Rating 

(VVIR)
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Precise Prioritization - Practical Examples
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Proven Record

Hear From Our Customer
Take ASKEY’s 5G C-V2X OBU as an example:

-98%

CVSS
(Critical + High)

VVIR
(Critical + High)

Secure V2X with effective 
vulnerability management

“VicOne helps ASKEY 
improve product 
development efficiency from 
six months to two weeks.”

YC Chang
Senior Director at Askey’s 
Automotive Product Unit

Source: https://documents.vicone.com/success-story/askey-success-story.pdf 21



8. Continual cybersecurity activities
8.3

Cybersecurity
monitoring

8.4
Cybersecurity

event evaluation

8.5
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analysis

8.6
Vulnerability
management

10. Product development
10.4.1 Design

10.4.2 Integration and verification

TICKETING SYSTEM For example:

Integrate with third-party ticketing systems for managing case with ease.

Open/Close 
tickets

Open/Close 
tickets
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30+ Years of Threat Intelligence

Mitre CWE

ZDI NVD CVE

ICS-CERT

Project Zero

CNA
Advisories

Vulnerabilities

JVN

Bug
Reports

Social
Media

Threat IntelExploit Exploit DB
Exploits, Threat Intel and PoCs

Exploit DB

Threat Feeds
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One and Only:
Detect Zero-Day Vulnerabilities with Unique Automotive Threat Intelligence

Source: https://www.vicone.com/blog/44-unique-zero-day-vulnerabilities-
discovered-at-pwn2own-automotive-are-detectable-only-by-vicone-products

Detect the unique zero-day 
vulnerabilities in the firmware or 
binary of EV charging systems.
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Benefits

Accelerating ISO/SAE 21434 
Vulnerability Management 
Reduce software risk mitigation from
6 months to 2 weeks. Save around €14K*.

The Best Coverage
Eliminate blind spots with 27% more 
coverage, including unique zero-day  
threat intelligence
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