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Automotive Ecosystem Evolved
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VIRTUAL ECU
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Virtual ECU Advancements fuel SDV

0 Implementing CI/CD for

accelerated vehicle design process
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Realizing Updateable Local Systems
for advanced software integration
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Threat landscape — Wider and more open
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Software Risks Fueling Supply Chain Attacks
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- Growing Rapidly:
Hundreds of Reported Automotive Vulnerabilities
1,230%
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Effects of Exposed Vulnerabilities in Automotive Systems, for example: Data theft/harvest, Device Source: VicOne and NVD database
hijack, Device malfunction, Loss of system/service availability, Network host services disabled....
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Jan. 24- 26, 2024
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17 white hat hacker team, nine countries participated, over 50 entries remotely AUTY I ), ;

and on-site across four categories

unique zero-day vulnerabilities
for automotive industry in'3 days

Zero-Day by Category
OEV Chargers

EV Chargers O In-Vehicle Infotainment (IVI)

53%

In-Vehicle

B Tesla

Source: ZDI

Tesla has been our partner
for over 5 years

Zero Day Initiative
9.36K subscribers
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Disclosed 13 zero-day vulnerabilities
related to Tesla since 2017

Source: https://www.youtube.com/watch?v=ZUs98Z-plpY




- Scary Zero Day Vulnerabilities:
Attackers Can Remote Control Tesla
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Remote Vulnerability Attack —
Central (ZDI-23-973) &
Gateway
Remote Control Privilege Escalation
Tesla (ZDI1-23-971)
Validation Bypass
(ZD1-23-972)
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3 Actual Tesla Zero-Day Vulnerabilities’ Impact
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Vulnerabilities Management
Challenge SDV CI/CD process



4. General considerations

ISO/SAE 21434 Requires Vulnerability Management
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5. Organizational cybersecurity management
5.4.1 5.4.2 543 5.4.4 5.4.5 5.4.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
Governance Culture Sharing Systems Management security Cybersecurity
management audit
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity Cybersecurity Tailoring Reuse Component Off-the-shelf Cybersecurity Cybersecurity Release for
Responsibilities Planning Out-of- Component case assessment post-
context development
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8. Continual cybersecurity activities
7.41
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8.3
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Cybersecurity monitoring M
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Cybersecurity

event evaluation

8.5
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Concept phase
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Post-development phase

9. Concept

| 9.3 Item definition |

| 9.4 Cybersecurity goals |

| 9.5 Cybersecurity concept |

10. Product development

12. Production |

| 10.4.1 Design

13. Operations and maintenance

| 10.4.2 Integration and verification |

13.3 Cybersecurity
Incident response

13.4 Updates

11.
Cybersecurity validation

14. End of cybersecurity support and |
decommissioning

15. Threat analysis and risk assessment methods

15.3 15.4
Asset Threat scenario

identification identification

15.6
155 . Attack path
Impact rating :
analysis

15.7
Attack feasibility
rating

15.8
Risk value
determination

15.9
Risk treatment
decision

8.6
Vulnerability
management

Source: 1SO.org
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Take effect in 2026:
New GB Standard Will Require Vulnerability Management

ey @B 5.2.4 ESENEROMEIE . MR FIRIENEN., m\myR ERRE
Establishment of monitoring, response, and reporting process for cyberattacks,
a4 A B 3t F0 5% k7 HE cyber threats, and vulnerabilities targeting vehicles
s 5.2.4 (e) NENTRARNMAETE . M4 CNE A RS £ akea ) =

Process should be established to ensure [e]gli13 18I ER 1 le]sT1{e) {13 Te K AAU L ETE LTI Y,
cyberattacks, and cyber threats

AEEEFEEREFAER

Technical requi for vehicle

9.1.2 EHRMA LR GIvENEEE R A RET S 6 MARAT
AZAENBER U LHRERA

The vehicle software must [fle] el lgl Ml I B (S QIR ETE 1R disclosed by
Draft authoritative vulnerability databases over 6 months ago without resolution.

Technical Requirements — - — —
for Vehicle Cybersecurity A.6.1.2 (a)ﬁﬁﬁ ;ﬁilﬂ?EI}’EIEX‘IE#"JE%#?I'?&%%iEﬁ;EﬂH?ﬁﬂﬂﬂﬁt
Conduct vulnerability scanning on the vehicle software by using vulnerability scanning tools.

A.6.1.2 (b) xf BB Al 12 32 AONCHEE =W S,
BNV RZNERLETRBEETREBEZIFR
Cross-reference the [[REIRAILGEIELIINAY mitigation plans submitted by the enterprise
AN anl 2a to verify if the submitted plans cover the identified vulnerability.

XXX = XX - XX & XXHX = XX - XX SCHE

Take effect on Jan. 1, 2026 Source: https://members.wto.org/crnattachments/2023/TBT/CHN/23_11189_00_x.pdf
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Challenging to Effectively Handle Vulnerability Risks
on a Large Scale

=

Design/ Development Test/Production Deploy

| |

4'8 Weeks For One Vulnerability
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How do we keep up with the
rapidly evolving development
scenarios?



Manage Vulnerabilities in One Place, Automatically

~
ASSESS PRIORITIZE REMEDIATE MONITOR
101101011 Binaries/
ooioior0  Firmware
101101011 Third-party
oioior010  SBOM \
Third-part
SO mOM Vulnerabilities —) —)
/ » CVSS rating » Solution
* VVIR rating » Mitigation
E— Open Source/ » System context  Virtual Patch

» Threat intelligence

Third-Party
Application

Malicious Behaviors

U XZETA Automotive Vulnerability and SBOM Management System
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CI/CD Integration: Enhances Operational Efficiency

REVISE

TARA recommendation & Update
Lighthouse

Revise TARA

DEPLOY

Vehicle
Deployment

Software

STRETCH
RIGHT

Development

MANAGE DETECT
_ : - Open-Source
Ticketing System | Vulnerabilities, CWE, APT

and Ransomware Detection UVu:One

© JiraSoftware  |Block
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How xZETA Can Help

4. General considerations
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5. Organizational cybersecurity management
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Governance Culture Sharing Systems Management security Cybersecurity
management audit
6. Project dependent cybersecurity management
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8. Continual cybersecurity activities 10. Product development

8.3 8.4 8.5 8.6 10.4.1 Design
Cybersecurity Cybersecurity Vulnerability Vulnerability : m—
monitoring event evaluation analysis management 10.4.2 Integration and verification

When a new vulnerability is disclosed, we can first overview the vulnerability status through the dashboard.

XZETA | Dashboard

Firmware Vulnerabilities
24 uploaded 4,918 detected i 1 zero-day

. Top zero day vulnerabilities affecting multiple firmware versi®
Top vulnerable firmware

ZDI-20-1440 i

Go to Vulnerabilities >

Vulnerability Status

® Open
® In progress

Go to Firmware > ® Closed




8. Continual cybersecurity activities 10. Product development
8.3 8.4 8.5 8.6 10.4.1 Design

Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management 10.4.2 Integration and verification

Through the ECU view, we can quickly confirm which products are affected by reported vulnerabilities.

XZETA | Vulnerability Management
(¥)  Dashboard

@

&

+ Add firmware MCU nar hase rating systern tected in: Last 14 days v
»ility Impact Rat
Detections Medium Low
v Grou : default
AUTOSAR

Development ARM 32-bit Full Scan
Classic

Development Linux Full Scan
Development Daily Scan
Development Daily Scan

Development Daily Scan

Development Linux Daily Scan

Android 64-
Development ARM 64-bit b': o Daily Scan
|

Development Linux Daily Scan

Development Linux Daily Scan

Total: 31 25 p| 18



8. Continual cybersecurity activities
8.3 8.4 8.5 8.6

10. Product development
10.4.1 Design

Cybersecurity
monitoring

Cybersecurity Vulnerability
event evaluation ELEWAS

Vulnerability

management 10.4.2 Integration and verification

xZETA

Development  De

Overview

8.9K vulnerabilities

Vulnerabilities

Vulnerability

10.0 Critical

10.0 Critical

10.0 Critical

10.0 Critical

12 Attack Surface
37 Critical

43K I High
® Medium
® Low
45K I Nona
69
VIR G)

Description Affected pack

Heap-based buffer overflow in
the _nss_hostname_digits_dots...

Heap-based buffer overflow in
the __nss_hostname_digits_dots...

Heap-based buffer overflow in
the __nss_hostname_digits_dots...

Heap-based buffer overflow in
the _nss_hostname_digits_dots...

Heap-based buffer overflow in
the _nss_hostname digits_dots...

Leverage impact rating, we can assess the severity of this vulnerability on the products, prioritizing
mitigation resource.

Demo

Biluelooth

Q

Version

Jusr/bin/pidd
/[usr/binficonv
Jusr/sbin/ldconfig

{usr/bin/gencat
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Precise Prioritization - Practical Examples

Vulnerability Details

Description

There is an overflow bug in the x64_64 Montgomery squaring procedure
used in exponentiation with 512-bit moduli. No EC algorithms are affected.
Analysis suggests that attacks against 2-prime R5A1024, 3-prime RSA1536,
and DSA1024 as a result of this defect would be very difficult to perform
and are not believed likely. Attacks against DH512 are considered just
feasible. However, for an attack the target would have to re-use the DH512
private key, which is not recommended anyway. Also applications directly
using the low level APl BN_mod_exp may be affected if they use
BN_FLG_CONSTTIME. Fixed in OpenSSL 1.1.1e (Affected 1.1.1-1.1.1d). Fixed
in OpenSSL 1.0.2u (Affected 1.0.2-1.0.2t).

Affected Package

openssl|

fusrflib/libcrypto.so.1.1

Risk Level act

This vulnerability only exists on the|x86_bt4 operating system| architecture

perating system architecture.

WIR @

covss [

This vulnerability only exists on the x86_64 operating system architecture
and does not affect the aarch64 operating system architecture.

Solution

* Upgrade to OpenSSL version 1.1.1e
* Upgrade to OpenSSL version 1.0.2u
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Proven Record

Hear From Our Customer

Take ASKEY’s 5G C-V2X OBU as an example:

ENASKEY CVSS

Secure V2X with effective (Critical + High)

vulnerability management

“VicOne helps ASKEY
improve product
development efficiency from
six months to two weeks.”

-98%

% YC Chang
~ Senior Director at Askey’s
| Automotive Product Unit

Source: https://documents.vicone.com/success-story/askey-success-story.pdf




8. Continual cybersecurity activities 10. Product development

8.3 8.4 8.5 8.6 10.4.1 Design
Cybersecurity Cybersecurity Vulnerability Vulnerability

monitoring event evaluation analysis management 10.4.2 Integration and verification

Integrate with third-party ticketing systems for managing case with ease.

CVE-2015-0235

n Heap-based buffer overflow in the __nss_hostname_digits_dots function in glibc 2.2, and other 2.x versions before 2.18, allows context-dependent

. attackers to execute arbitrary code via vectors related to the (1) gethostbyname or (2) gethostbyname?2 function, aka "GHOST."

2015-01-28 19:59:00 ghbc 217 Available

2024-04-10 02:52:42 [Merry_2.0.5/ust/binflocalede!

Risk Level

The vulnerability score is determined by multiple parameters. When it is
lowered, posuible factors include the absence of exploit code. low
. hkelihood of explotation prediction, and other factors

¥

Recommendation

* Upgrade to ghbc version 2.18

* Apply the patch to your local versi

TICKETING SYSTEM For example: © JiraSoftware "™
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30+ Years of Threat Intelligence

T I\ RS B

m CNA
B S A L N7 I Advisories
. Bug Social
U * Known vulnerabilities
Open-source intelligence

Exploits, Threat Intel and PoCs
Exploit Exploit DB Threat Inte
VEX R*5: it )¢ 471
. Deep web crawling
Automotive _
Threat

Intelligence Dark web crawling

ZERO DAY
INITIATIVE ” Zero-day vulnerabilities

9 OpenSSF

Anti-cybercrime groups

Automotive security community
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One and Only:

Detect Zero-Day Vulnerabilities with Unique Automotive Threat Intelligence

Source: https://www.vicone.com/blog/44-uniq
discovered-at-pwn2own-at ive-ar

Y
ly-by-vicone-products
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Accelerating ISO/SAE 21434

—l Vulnerability Management e oy
{} Reduce software risk mitigation from 4 . .
6 months to 2 weeks. Save around €14K*. ’ " - .

The Best Coverage \

Eliminate blind spots with 27% more
coverage, including unique zero-day
threat intelligence

We utilize the xZETA system to
demonstrate our effective
vulnerability management
capabilities to auditors, which
helps us meet the
requirements of UN R155.

Division, VinCSS
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Director 5 . ” ' -
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Driving Automotive Cybersecurity Forward
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